ODYSSEUS WEB TERMS OF USE, COOKIES POLICY AND PRIVACY POLICY

1. Terms and conditions of use
This website https://odysseus-h2020.eu/ (the “Site”) is owned by KEMEA, a partner to the
ODYSSEUS consortium. The Site is hosted and managed by the project’s coordinator Bulgarian
Defence Institute (BDI), established in prof. Tsvetan Lazarov blvd. 2, Sofia 1592, Bulgaria, a
partner of the ODYSSEUS Consortium
This Site is developed and maintained in order to provide information about the ODYSSEUS
project and the achieved results (e.g. publications, public reports) to all (hereafter referred to as
‘users’/‘visitors’), subject to these terms of use and serve as the most comprehensive mean of the
latest developments and dissemination actions.
These terms of use, cookies and privacy policy outlines how this Site collects and uses information
about its visitors and by using/visiting this Site the user/visitor acknowledge its terms of use.
These terms of use may be revised without notice. Visitors/users are encouraged to revisit these
terms from time to time.
ODYSSEUS is a research and innovation project that has received funding from the European
Union’s Horizon 2020 – Research and Innovation Framework Programme, SU-FCT04 2020–
Preventing, countering and investigating terrorist attacks through prognostic, detection, and
forensic mechanisms for explosive precursors, under grant agreement no. 101021857. The project
started on October 2021 and its duration is 36 months (ends in September 2024). The Consortium
consists of 18 partners from academia and industry, as well as public bodies. ODYSSEUS will
focus on prognostic monitoring of online and offline environments where explosives and their
precursors are discussed and traded, with the goal to discover, retrieve and improve knowledge on
not yet studied precursors.
This Site reflects only the author's view and the Agency and the Commission are not responsible
for any use that may be made of the information it contains.
The use of the Site must be conducted solely under legitimate purposes and in a manner that does
not restrict or impede its use by third parties. The user / visitor of this Site is obligated to use it in
accordance with the law and the present terms of use. The user / visitor of the Site shall not commit
any acts or omissions that may cause damage or malfunction and may adversely affect or endanger
the provision of services provided through the Site to third parties.
This Site and its content including all images, data, information, logos, video, audio, design, etc.,
(Content) are owned by the partners of ODYSSEUS Consortium and is legally protected under
Intellectual Property Rights Law. Unless otherwise indicated, the Content appearing on this Site,
is property of the partners of the ODYSSEUS Consortium, who reserve all rights of use and
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ownership of the Content, all copies created based on it, as well as all intellectual property rights
and all other property rights pertaining to it.
We take the necessary measures to keep the content of this Site accurate and up to date but we are
not responsible for the actual timeliness of the same. In this regard, neither the Consortium nor its
partners, are liable for any legal claims, civil or criminal or damages of any kind (direct loss, special
damage or indirect loss), which a user of the Site would suffer, in any circumstances, related to the
published content of the Site and the access to it. By using this Site, users/visitors assume all risks
associated to it, including any risk to end-user devices, software or user data.
As the content of this Site may contain any referral links to the content published by other websites
(“third parties”), the visitor/user is aware of the fact that the partners of the ODYSSEUS
Consortium have no control over this content and cannot be held responsible for the actions of
activating links leading outside this Site or for malicious actions caused by third parties. The
user/visitor uses the Site at his own risk.
The terms of use of this Site, as well as any amendment thereof, are governed by and supplemented
by national and European law and the applicable international treaties. No modification of the terms
of use is taken into account and is part of the agreement between the Consortium and user/visitor
of this Site, unless it is expressed in writing and is incorporated in the present terms of use. Unless
otherwise stated on this Site, the above terms of use are immediately applicable in their entirety.
We unilaterally reserve the right to modify, add, alter the content or services of the Site and its
terms of use, whenever it deems necessary, without prior notice, through this website, always
within the legal framework in force.
2. Cookies Policy
We use cookies and analytics services to maintain and monitor the performance of the ODYSSEUS
website and to optimize our services, as well as to receive aggregate data that we can use in our
dissemination reports for the European Commission.
Cookies are short text files that are downloaded through an Internet browser on to your end device
(computer, tablet, laptop or mobile device) when visiting/using various websites and pages on the
Internet. These cookies could be necessary for the website to operate properly. The main purpose
of cookies is to make the user recognizable when he returns to the website. Some cookies can have
different objectives, such as remembering the users’ behavior on the website and making it easier
to use it. For more information about cookies, visit the following websites:
www.allaboutcookies.org and www.youronlinechoices.eu
We use cookies primarily to facilitate the usability of this Site, to improve its performance and
store information about users’ behavior. No personal data is stored in this process, i.e. we cannot
identify you as an individual through the cookies on the Site. Therefore, the General Data
Protection Regulation does not apply to the collection of this information. The information
collected from these cookies is usually summarized to analyze the user’s behavior on the Site which
allows us to improve the functionality of the Site, user paths and the content that is used.
This website uses the following types of cookies:
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Session cookies
These cookies make it easier for the visitor/user to use the Site, as it stores information only during
the session of the browser used. Usually, the information that is stored is about which pages of the
Site you have visited and how you have reached certain information. These cookies do not collect
information from your end device and are automatically deleted when you leave the Site or end
your browser session.
Fixed cookies
They allow us to store specific information about browsing such as analyzing Site’s visits, how
you have reached the Site, what pages you have viewed, what options you chose, and where you
headed through that website. Tracking this information allows us to make improvements to the
website, including correcting errors and expanding the content. The storage period of these cookies
varies.
Third party cookies
This Site may contain referral links to other websites or imported content from other websites, such
as Facebook, YouTube, Twitter, LinkedIn, or partners’ websites. When you visit these websites or
open their content, cookies from these third party websites may be stored on your end device. These
cookies are defined as "third-party cookies" and we have no control over the generation and
management of these cookies. We advise you to search for information about how these third
parties manage their websites and information about the cookies they use.
Almost all internet browsers are initially set up to automatically accept cookies. You can change
the settings to block cookies, delete all or part of them, or to set your preferences regarding the use
of cookies before initiating a visit to our Site. Please note that deleting or blocking cookies may
affect the functions of our Site, its effectiveness and access to certain information, and hence your
user experience with it.
3. Data protection policy
In the following paragraphs you will find detailed information about the processing of your
personal data depending on the basis on which we process them.

3.1. Data Controller – BDI
BDI is the Data Controller for the ODYSSEUS Site and will manage personal data in compliance
with the provisions of European Regulation 2016/679 (General Data Protection Regulation) and
any other applicable law.
3.2 Data Protection Officer (DPO)
The Data Protection Officer (DPO) responsible for supervising the data protection policy of
ODYSSEUS project is Mrs. Anelia Pencheva (BDI), The DPO can be contacted by e-mail message
to e-mail: a.pencheva@di.mod.bg, or telephone call to: +359 029221803.
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3.3 Types of personal data to be processed:
Usually, we collect data what you share with us, as needed for using this Site.
Personal information may be collected, stored, and used when:
3.3.1 Using/Visiting our Site - including your IP address, geographical location, browser type
and version, operating system, length of visit, page views and website navigation paths.
You may access the website https://odysseus-h2020.eu/ without having to disclose any
data about your person. Nevertheless, the installed browser on your device sends
automatically information to the server of the ODYSSEUS website, including
information about your browser type and version, as well as the date and time of access,
so as to establish a connection and permit your access to the website;
3.3.2 Contacting us via our e-mail address project@odysseus-h2020.eu.
Other personal data collected are those provided by you when corresponding with the
e-mail addresses indicated on the Site (providing e.g. Name, Surname, Username,
password, e-mail address, Institution/Body etc.).
The sending of personal, non-mandatory data also by email on an optional, explicit and
voluntary basis to the addresses indicated on this Site means that the address of the
sender is then acquired, this being necessary in order to respond to the request, together
with any other personal data included in the message.
3.4 Purposes of processing personal data:





responding to your questions submitted to the email address project@odysseus-h2020.eu;
providing the functionalities of our Site;
compliance with legal or administrative obligations.
monitoring website performance statistically

3.5 Legal grounds to collect and handle personal data
We can summarize our relevant legal basis for processing your personal data as follows:
Each visitor/user of the Site has rights to personal data protection under Bulgarian law and
European Union law. The data processing takes place according to article 6(1)(a) GDPR, your
informed consent. You may withdraw your consent at any time with future effect, by sending an
informal email to the DPO.
We may also process personal data based on art. 6(1)(c), when the processing is necessary for our
compliance with a legal obligation.
3.6. Data recipients, transfer and storage
Data recipients may be all Consortium members (https://odysseus-h2020.eu/?page_id=84) to the
extent needed to implement their obligations under the ODYSSEUS Grant Agreement (GA no.
101021857).
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The Consortium partners shall not disclose, assign, exchange, grant or otherwise dispose, without
the consent of the user / visitor, to third parties, natural or legal persons, personal data other than
the cases mentioned above within the scope of national laws provisions Consortium partners are
bound by Article 10.8 of the ODYSSEUS Consortium Agreement on personal data processing.
Personal data information which you provide us is generally stored and kept in servers located in
Sofia, Bulgaria as long as it is necessary to fulfil the purposes described above.
Due to the multinational nature of our Consortium personal data information may be transferred
to countries that are not part of the EU (United Kingdom and/or Israel).
3.7 Security Measures
We use all necessary technical and organisational security measures to protect user/visitor personal
data.

3.8 Rights of the data subject
You have the following rights:












pursuant to Article 7(3) GDPR, you have the right to withdraw your consent at any time and
without any consequences for you. This means that in future we may no longer continue to
process the data as based on this consent;
pursuant to Article 15 GDPR, you have the right to obtain information about whether your
personal data are processed by us and where that is the case, access to those personal data. In
particular, you may obtain information about the purpose of processing, the category of the
personal data, the categories of recipients, to whom your data has been or is disclosed to, the
storage period planned, the existence of a right to request from the controller rectification,
erasure, restriction of processing or objection, the existence of a right to lodge a complaint
and the source of your data if it has not been collected by us. Pursuant to Article 12, we must
provide any communication relating to the processing to the data subject in a concise,
transparent, intelligible and easily accessible form, using clear and plain language.
pursuant to Article 16 GDPR, you have the right to obtain the rectification of inaccurate
personal data without undue delay or the completion of your personal data stored with us;
pursuant to Article 17 GDPR, to obtain the erasure of your personal data stored with us unless
processing is necessary to exercise the right to freedom of expression and information, for
compliance with a legal obligation, for reasons of public interest, or to establish, exercise or
defend legal claims;
pursuant to Article 18 GDPR, you have the right to obtain the restriction of the processing of
your personal data;
pursuant to Article 20 GDPR, you have the right to receive your personal data, in a structured,
commonly used and machine-readable format or to obtain the transmission to another data
controller (right to data portability);
pursuant to Article 21 GDPR, you have the right to object, on grounds relating from your
particular situation, at any time to processing of your personal data, which is based on data
processing for the purposes of legitimate interests. If you file an objection, we will no longer
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process your personal data unless we can demonstrate compelling legitimate grounds for the
processing which override your interests, rights and freedoms, or unless processing serves the
establishment, exercise or defence of legal claims.
pursuant to Article 77 GDPR, to lodge a complaint with a national supervisory authority. You
can contact the supervisory authority of your habitual residence or workplace or our company
headquarters. In the latter case, you can file a complaint with the Bulgarian Data Protection
Authority (http://www.cpdp.bg/)

If you wish to exercise any of your rights, you may contact us via e-mail at
a.pencheva@di.mod.bg.
3.9 Amendments to this Privacy Policy
This Privacy Policy is effective as of 01 December 2021.
We reserve the right to update or change our Privacy Policy at any time and you should check
this Privacy Policy periodically. The latest version will always be published on this page.
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